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Computer Systems Validation

But not as you know it
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Brief History of Computer Systems

• 2400 BCE Abacus in Babylon

• 1185~1005 BCE Abacus in Zhou Dynasty China

• 500 BCE Abacus in Ancient India

• 1822 First mechanical computer – Charles Babbage England

• 1911 IBM founded from merger of several companies USA

• 1939 First electronic digital computer Atanasoff-Berry Computer (ABC) USA

• 1940 First programmable digital computer (Colossus) UK

• 1955 Computer Usage Company (CUC) first company to sell software USA

• 1972 SAP founded; 1975 Microsoft founded; 1976 Apple I built;  1977 Oracle developed; 1979 first spreadsheet

• 1989 Microsoft Office

• 1991 Linux; 1991 WWW; 1996 mini-computers; Nokia phone with internet

• 2000 Dot-Com burst; 2007 iPhone; 2007 Big Data; 2010 Tablet computing; 2012 Wearable Technology

• 2006 “Cloud computing” term introduced by Google in a modern context

• 2016 Intel: “The End of Moore’s Law” (started 1970)

• 2018 To be landmark year for Augmented Reality
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• 1983 – FDA first Guideline on CSV “Blue Book”

• 1991 - EU GMP Annex 11, FDA started on 21 CFR Part 11

• 1997 – FDA CFR Part 11 finalised

• 1998 – GAMP 3 released

• 2001 - FDA issue Part 11 Guidance on Validation, GAMP 4 released

• 2002 - FDA issue “General Principles of Software Validation” Guidance (commensurate with risk posed)

• 2003 - FDA issue Part 11 Guidance on Scope and Application

• 2007 – PIC/S Guidance Good Practices for Computerised Systems in Regulated “GXP” Environments

• 2008 – GAMP 5 released (risk based approach)

• 2011 - EU Annex 11 updated (risk management to be applied)

• 2016 – ISO 13485:2016  (new requirements specifically on software validation)

• 2018 – TGA adopt new PIC/S Annex 11 (better use of quality risk management principles)

• 2018 – ISPE and ISACA (collaboration on cybersecurity guidance – ‘Security Categories’)
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Brief History of Computer Systems Validation
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Computer Systems have been 
around a long time

Computer Systems validation not really 
new requirement

Validation activities should be commensurate 
with the complexity of the software design and 
the risk associated with the use of the 
software for the specified purpose
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Validation Burden

• Software Validation can be a huge burden on companies

– No manpower, no time, no experience

• Validation journey may appear to be a hard nut to crack

– So we look to making the journey faster, less cumbersome, less expensive

• Our understanding of how to validate has been shaped by FDA CFR Part 11, Annex 
11 and ISPE GAMP industry guidance

– the ‘traditional’ approach

– QA at ease with it

• GAMP 5: “A Risk-based Approach to Compliant GxP Systems” offers..

– A good practice framework for demonstrating systems are “fit for intended use”



SeerPharma Symposium 2018 6

The ‘Traditional’ Validation Approach

COTS Configurable Application (Category 4)
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The ‘Traditional’ Validation Approach - Requirements

COTS Configurable Application (Category 4)
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User Requirements - background

• How many times have you seen projects in trouble with URS development?

• URS sent out as RFT 

– out of the box, configured, customized

• Recall additional effort and risk for validating customized systems

– companies then refine requirements and plan to change their practices.

• Remember testing will be verified against requirements.

• Most test failures due to poor wording in test scripts

• Importance of URS being accurate
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User Requirement Specification
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URS to FRS Traceability
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The ‘Traditional’ Validation Approach - Testing

COTS Configurable Application (Category 4)
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Automated Test Results
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Vendor has done good work – why not use it?

• Developer writes code and 
develops unit tests per defined 
specifications

• Developer peer code review

• Automated unit testing

• Unit integration testing

• End-to-end (“e2e”) testing

– Entire systems tested as a 
‘black box’

– Simulated user in a 
‘sandbox’ environment

• Vendor may provide us with 
the equivalent of OQ testing 
and traceability to product 
and configuration testing

• No value is added by the user 
repeating this in their usage 
testing
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Product and Configuration Validation
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Some Definitions

• TOQ : An OQ conducted at the vendor site on a representative customer system. The TOQ is 
then transferred (the “T” part of the TOQ) to the customer’s site using a review and risk 
assessment to identify the risk of any intended feature sets and determine if any further 
testing needed to ensure a valid transfer for the specific customer.

– OQ protocols are the “nitty gritty” functional testing (e.g. the save button saves and the 
cancel button cancels). 

• TPQ : A product that vendor produces that tests the best practice configuration usage 
scenarios for the standard configured modules.
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Transfer OQ

Functional 
Requirements 
Specifications

System Hardware 
& Software 

Requirements

System
Build

IQ Testing
& Installation

TOQ Testing
(Functionality Testing)

Functionality Tracematrix
Completed 
Protocol 

Test Records

TOQ Final Validation Report 
Risk Management

Plan

TOQ Validation Project Plan 
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Risk Assessment: MasterControl Example

• Regulators expect that the regulated client can explain the risk analysis and variables used

• Initial Risk = Software Risk + Client Risk

– Software Risk = (Conformance to Standard Configuration + Impact of Failure) – TOQ Testing

– Client Risk = (Variation from Best Practice + Regulatory Impact + Client Assessment) – Usage (TPQ) Testing

• If the system’s risks are low, the recommendation is to leverage the MasterControl
documentation of internal testing.

• If the risks are high, the recommendation will be to do additional client specific testing.
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Risk Assessment: MasterControl Example
• Client Risk Assessment - How do you assess the risk of this component, given your configuration?

• Impact of Failure - To what degree would a failure of this component prevent standard usage of the system?

• TOQ Testing - To what degree was this component tested during MC System Functional Testing (TOQ)?

• Conformance to Best Practices - To what degree is this component included in the MC Best Practice 
(Standard) configurations?

• Regulatory Sensitivity - To what degree is the component used to comply with your regulatory requirements?

• Software Risk - What degree of risk does MC assess for the component from a software perspective?

• TPQ Testing - To what degree was this component tested during MC System Usage Testing (TPQ)?

• Variation from Best Practices - To what degree is your configuration of this component different from MC Best 
Practices?



SeerPharma Symposium 2018 19

Risk Assessment: MasterControl Example

(Regulatory Sensitivity + Variation from BP + Client Risk Assessment) - (TPQ Testing) = Client Risk
Low (-2  - 3)
Med (4 - 9)
High (10-14)

(Part of Best Practice + Impact of Failure) - (OQ Testing) = Software Risk
Low (-3 - 1)
Med (2  - 5)
High (6 - 9) 

Software Risk + Client Risk = Overall Risk Score

Score (-6 - 11) No
Score (12-28) Yes
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• Assess and accept your software supplier’s documentation

• Include your supplier’s testing in your validation package

• Follow the best practice configurations outlined by your 
supplier

• Assess your specific configuration for risk-based validation

• Focus on validating your critical business processes

• Establish a risk-based approach to your testing

Best Practices
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Cloud and Validation
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Can Cloud Systems be Validated?

• Yes cloud applications can be validated 

– it is all about managing control and risk

– However there are unique processes

– Changes required to the validation puzzle

• Some companies are in a frozen state with an on premise system because of the cost of doing 
validation

• Cloud solutions come along with more regular updates and more frequent validation

• How to align these practices with the classical GAMP,  FDA principles and PIC/S requirements?
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Validation in the Cloud
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We need to shift to Continuous Validation

Continuous Validation is …

• knowing the system state is up to date at all times without Freezing it in time

– Reduces risks of data/privacy breach and cyber attacks

• continuously testing

– with emphasis on high risks linked with interruption of services 

– (e.g. user access and audit trails)

• being proactive in relation to the upcoming changes from the cloud vendor

• having the processes in place for system governance



SP6509 Ver 1.0

Phases in Validation of Cloud Systems
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Cloud – Based Environment Management

Cloud Vendors are 
not created equal
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Evaluating a Cloud Provider

• Cloud uptime and performance
• Cloud Security and segregation of instances
• Notification processes and downtimes
• Data backup and recovery systems
• Business continuity systems (and testing of it)
• Controls to secure data between client and 

provider
• Network management
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Processes Required for Infrastructure Qualification
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Do we Audit the Cloud Provider?

• It depends!

• Audit the software supplier and if they are using AWS or MS Azure then 
perform your own review of their information ISO/SOC Audit reports so you 
can say…

“Extensive controls that are implemented as part of internal Azure / AWS 
development, security, and quality practices help to ensure that the Azure / 
AWS platform meets its specifications and is maintained in a state of control 
and compliance. These processes and controls are audited and verified on a 
continuous basis by qualified third-party accredited assessors more versed in 
expertise that ACME could provide for vendor assurance”.



Evaluating a Cloud Provider

• As part of their comprehensive compliance offering Microsoft 
Azure regularly undergoes independent audits performed by 
qualified third-party accredited assessors for :

• ISO (27001, 27017, 27018 & 9001) 
• SOC (1, 2, 3)
• Health Information Trust Alliance (HITRUST) 
• US Federal Risk and Authorization Management Program 

(FedRAMP)
• Payment Card Industry (PCI)

• Although there are no certifications specifically for GxP
compliance, the above certifications and attestations have 
many similarities with the controls required to meet regulatory 
requirements, such as those stipulated in the FDA’s 21 CFR Part 
11 and PIC/s Annex 11.

SeerPharma Symposium 2018 31



Processes 
Required for 

Infrastructure 
Qualification
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FDA CFR Part 11



Processes 
Required for 

Infrastructure 
Qualification
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PIC/S Annex 11
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Summary

• Software validation historically been difficult and time intensive.

• New COTS – choose the supplier carefully

• Leverage software supplier documentation 

– OQ and maybe PQ with risk assessment

• Accept cloud supplier best practices in IS governance 

• Have a strong SLA in place with cloud-provider

• Revise your CSVMP and SDLC procedures for the paradigm shift of classic to cloud validation

• You can adopt cloud solutions and upgrade frequently and lighten the validation load focussing 
attention on critical areas that can impact your software usage and regulatory requirements
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Summary

The cumbersome practices of “traditional” 
validation are not true traditions.

They are old habits that can be changed with 
the right mindset, tools and strategy.
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